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Introduction 
In today's digital landscape, ensuring the security and integrity of systems and data is 

paramount. This document outlines the best practices for security and configuration within 

the SYSPRO environment. The aim is to identify and mitigate potential vulnerabilities, ensuring 

that the system is robust against unauthorized access and other security threats. By adhering 

to the principles and guidelines detailed in this document, organizations can enhance their 

security posture and protect sensitive information from potential breaches. 

 SYSPRO Best Practices Setup 
Principle of Least privilege 

Apply the principle of least privilege to the application’s file system permissions to ensure 

users can only access authorized files and directories. Operators should only have 

permissions enabled for the tasks required. 

 

Unrestricted File Modification  

It is advised to remove or heavily restrict direct file editing capabilities unless absolutely required.  

Suggested Remediation: Limit operator activities that aren’t essential for operations. Enable 

access as required. 

 

Path Traversal 

SYSPRO offers the availability of embedding a browser control in the product. This allows an operator 

to browse the file system for specific files within the product.  

Suggested Remediation: We recommend removing access to the browser control for every operator. 

SYSPRO will consider deprecating this outdated feature in the future. 

 

The unrestricted file modification and path traversal can be remediated with the following 

configuration options in SYSPRO: 

1. Run the Operator Browse program. 

2. Select an operator and click on Change in the toolbar as seen below 
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3. Select the Security tab on the right pane for the operator as seen below. 
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4. Select List at the Selection field within the Activities section. 

5. Click on the Edit hyperlink to configure activities. 

The following modal window is displayed: 

 

6. Disallow the following high impact activities by unchecking the specific rows: 

Activity 229: File Browse – Allow right-click over files 

Activity 631: Allowed to upload files to the server 

Activity 694: Allow copy files to server 

Activity 695: Allowed to clone company  

Activity 304: System Setup 

Activity 076: File Browse on server 

Activity 176: SYSPRO Browser – Manual URL address entry 

7. Click on Accept and Close in the toolbar button to save these operator configuration options. 
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Segregation of Duties (SoD) principle  

A security infrastructure admin separation model is a strategy based on the Segregation of Duties 

(SoD) principle, which divides administrative tasks among different roles and accounts to prevent 

single individuals from having total control over sensitive systems or data. This model creates multiple 

admin accounts (privileged and unprivileged), limits their use for specific tasks (e.g., using a non-admin 

account for daily work and a privileged account only for administrative actions), and uses separate 

systems or jump boxes for management, thereby reducing the risk of fraud, errors, and unauthorized 

access. This principle should be applied when setting up an operator hierarchy. This will mitigate the 

vulnerability of the following issues.  

 

Preventing Credential Exposure and Broken Access Control 

It is advised to separate infrastructure settings from product usage settings by defining access to 

these options for role specific administrators.  

Suggested Remediation: When implementing SYSPRO, the operator access levels should be setup in 

a manner that does not allow a single point of failure to take hostage of the entire system. Some 

potential configuration options to consider:  

➢ Set up firewalls in Azure. Only allow inbound/outbound communication to allowed 

machines/servers using well defined rules in Azure Network Interfaces. 

➢ Create well defined Operator Groups with specific permissions enabled and applying the 

Segregation of Duties (SoD) principle. This can be done as follows:  

 

1. Run the Operator Browse program.  
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2. Create a new group or edit an existing group  

In this example, we are looking at the InfAdm group highlighted in the above image. 

 

3. In the Operator Group Maintenance program above, this operator group only has access to 

infrastructure settings. Any operator that belongs to this group is unable to perform business 

operations and can’t access setup options for business processes. 

4. This operator group also does not have system administrator privileges and is unable to sign 

out other operators. Access to these Operator and Group Maintenance programs have been 

restricted to only be accessible by a “Super Admin” operator that implements SYSPRO and 

creates the security access model.  

5. Strictly defining program and activity access across the product will mitigate risk of any damage 

done. 

6. It is advised that access to the Setup Options, Group Maintenance and Operator Browse 

programs be denied. Access to the System Setup activity should also be denied for all non-
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essential operators. This mitigates the risk of one compromised operator having the ability to 

hijack the system.  

Password Sent Via Email 

The standard forgot password feature is a basic implementation for on-premise sites with limited 

security requirements and a minimized setup complexity need.  

Suggested Remediation: It is recommended to implement Single Sign On (SSO) for a more secure 

experience when using SYSPRO. Refer to the Syspro authentication overview document on Single Sign 

On (SSO). 

 

The Forgot Password option can also be disabled for the application, by following these steps: 

1. Run the Setup Options program. 

2. Navigate to System Setup > Password Definition.  

The window should now look like the following: 

 

3. Ensure that the Allow operator to reset password option is disabled (as seen above). 

  

https://help.syspro.com/syspro-8-2025/topics/syspro-authentication/syspro-authentication-ovr.htm
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Preventing Weak Passwords 

SYSPRO offers the user the ability to dictate password policies for operators. To ensure that an 

operator does not have a password that is easily obtainable, a strong password policy should be 

enforced.   

Suggested Remediation: The following password policy should be enforced at a minimum: 

1. Run the Setup Options program. 

2. Navigate to System Setup > Password Definition.  

The window should look like the following: 

 

3. Ensure the password rules are set up as seen in the above image.  

The following criteria are used to assess the strength of a password: 

➢ Avoid using dictionary words or phrases derived from the username 

➢ Ensure the password is at least 10 characters long (14 characters recommended for 

applications handling sensitive data). 

➢ The password contains uppercase and lowercase letters, numbers, and non-alphanumeric 

special characters 

➢ Additionally, passwords must be changed periodically, which should be enforced by the 

system. This can be enforced by enabling the Password expiry required option seen 

above. A suitable password expiry period should be defined.   

➢ Lockout operators after 5 failed attempts in Operator maintenance. 
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4. The operator should be locked out after 5 failed attempts to prevent brute force attacks on a 

user’s system.  

a. Run  the Operator Browse program. 

b. Select an operator and click on Change in the toolbar as seen below: 

 

c. Select the Security tab on the right pane for the operator as seen below. 
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d. Ensure that the Number of login attempts for the Password section is set to Lockout 

after 5 failed login attempts as seen above.  

Preventing Sensitive Data Exposure from SQL Server 

MS SQL Server offers the option to encrypt network communication between the SQL Server & the 

SQL Client Application (SYSPRO). This provides the same benefits as using HTTPS instead of HTTP. 

Connection encryption should always be enabled in production and testing to ensure the data is not 

intercepted or changed in transit. Unencrypted connections may be used in development, but it is 

strongly suggested that developers get used to enabling this feature in their development 

environments as well. 

Steps to enable SQL Server Connection Encryption 

Configure MS SQL Server: 

The specific steps are dependent on your environment and outside the scope of this article. 

You will need to consult MS SQL Server documentation on how to enable connection encryption for 

your SQL Server instance. 

You may search online for the topic “Configure SQL Server for connection encryption”. 

The Microsoft article for SQL Server 2025 may be found here: https://learn.microsoft.com/en-

us/sql/database-engine/configure-windows/configure-sql-server-encryption?view=sql-server-ver17  

 

https://learn.microsoft.com/en-us/sql/database-engine/configure-windows/configure-sql-server-encryption?view=sql-server-ver17
https://learn.microsoft.com/en-us/sql/database-engine/configure-windows/configure-sql-server-encryption?view=sql-server-ver17


 

 

 

SYSPRO  
© SYSPRO. All Rights Reserved. All trademarks are recognized. 

BEST-PRACTICES-FOR-SECURITY-AND-CONFIGURATION-GUIDE.DOCX   

12 

 

Configure SYSPRO: 

1. Run the Setup Options program. 

2. Navigate to the System Setup branch and then into the SQL branch.  

3. The window should look like the following:

 

4. Select the Encrypted connection string checkbox. 
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