
0 
 
 

 

 

 

Log4j Vulnerability and Crystal 
Reports 
 

SYSPRO 8 Technical Article 

Last Published: June 2022



 

 
  
SYSPRO HELP AND REFERENCE SYSPRO 8 - Log4j Vulnerability and Crystal Reports   1 
Copyright © 2021 Syspro Ltd. All rights reserved. All trademarks are recognized. 

 

  

SYSPRO Help and Reference 
 
Copyright © 2022 SYSPRO Ltd 
 
All rights reserved 
 
No part of this document may be copied, photocopied, or reproduced in any form or by any 
means without permission in writing from SYSPRO Ltd. SYSPRO is a trademark of SYSPRO 
Ltd. All other trademarks, service marks, products or services are trademarks or registered 
trademarks of their respective holders. 
 
SYSPRO Ltd reserves the right to alter the contents of this document without prior notice. 
While every effort is made to ensure that the contents of this document are correct, no 
liability whatsoever will be accepted for any errors or omissions. 
 
This document is a copyright work and is protected by local copyright, civil and criminal law 
and international treaty. This document further contains secret, confidential and proprietary 
information belonging to SYSPRO Ltd. It is disclosed solely for the purposes of it being used 
in the context of the licensed use of the SYSPRO Ltd computer software products to which it 
relates. Such copyright works and information may not be published, disseminated, 
broadcast, copied or used for any other purpose. This document and all portions thereof 
included, but without limitation, copyright, trade secret and other intellectual property rights 
subsisting therein and relating thereto, are and shall at all times remain the sole property of 
SYSPRO Ltd. 



 

 
  
SYSPRO HELP AND REFERENCE SYSPRO 8 - Log4j Vulnerability and Crystal Reports   2 
Copyright © 2021 Syspro Ltd. All rights reserved. All trademarks are recognized. 

 

Contents 
Introduction ........................................................................................................................3 

Audience .................................................................................................................................. 3 

Background ............................................................................................................................. 3 

Does this vulnerability affect SYSPRO? ................................................................................ 3 

Why does it not affect SYSPRO? ........................................................................................4 

What if I have more questions? ........................................................................................5 

 

  



 

 
  
SYSPRO HELP AND REFERENCE SYSPRO 8 - Log4j Vulnerability and Crystal Reports   3 
Copyright © 2021 Syspro Ltd. All rights reserved. All trademarks are recognized. 

 

Introduction 

AUDIENCE 

This statement is aimed at the entire SYSPRO community. 

This includes SYSPRO end-users, partners and SYSPRO personnel. 

 

BACKGROUND 

The background is that late 2021 it was discovered that a Java library known as Log4j has a 
serious vulnerability that is relatively easy to exploit by malicious actors. This library can be 
used for logging Java applications. 

This Java logging library is in widespread use across the world and has been rated as a serious 
issue. 

SAP BusinessObjects maintain and support Crystal Reports, which in turn is used by SYSPRO 
8 and prior versions for client and server-side reporting technology. 

The purpose of this document is to clarify that despite Crystal Reports containing the Log4j 
library that exhibits the vulnerability, this library is not used by the Crystal Reports BI 
technology that we ship with SYSPRO. 

 

DOES THIS VULNERABILITY AFFECT SYSPRO? 

The answer is no. 

  



 

 
  
SYSPRO HELP AND REFERENCE SYSPRO 8 - Log4j Vulnerability and Crystal Reports   4 
Copyright © 2021 Syspro Ltd. All rights reserved. All trademarks are recognized. 

 

Why does it not affect SYSPRO? 
SYSPRO uses SAP BusinessObjects BI 4.1 for Crystal Reports 2013 and SAP BusinessObjects BI 
4.2 for Crystal Reports 2016. These product lines are not impacted by CVE-2021-44228. 

On December 15, 2021, SAP BusinessObjects released 3129956 KB article confirming that SAP 
BusinessObjects Business Intelligence platform is not affected by the CVE-2021-44228 Log4j 
vulnerability. 

See screen image taken from their web site December 2021. 

 

The impacted component resides in the main JNDI package which is not used in the SAP 
Business Objects BI platform. 

The Log4j file can be deleted from a customer’s environment without affecting the operation 
of Crystal Designer within SYSPRO. The file is not used, merely packaged with the Crystal 
Report Designer files. 
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What if I have more questions? 
If you have any additional questions about this subject, then please contact SAP 
BusinessObjects directly. 

Please mention that SYSPRO has confirmed the status as described above. 
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